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Introduction
Nowadays, medical implants are widely used in treat-
ing, monitoring, and restoring limb function. These 
implants are made of biocompatible artificial materials 
and are planted in patients’ bodies for medical purposes 
usually for a long time. Applications of these devices 
include replacement of body parts, such as hip and knee 
joints; drug delivery to a limb or organ for pain relief or 
treatment; regulation of a limb or organ, such as heart-
beat regulation; and functional support for a limb or tis-
sue, such as orthopedic implants. In many cases, these 
devices are planted inside the body for some time for 
the structural support of a member or limb. Examples 
include artery stents, orthopedic implants, and bladder 
meshes.
Implants are categorized based on structure, material, 
and function. Advances in technology, including infor-
mation technology, have led to the advent of a novel 
type of implant, named smart implants. These im-
plants are usually attached to the surface of the body 
and benefit from a wireless connection to other medi-
cal devices and software. They include neuromuscular 
actuators, external defibrillators, and wearable health 
monitors [1, 2]. Figure 1 demonstrates some applica-
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tions of medical implants in the body.
The current rapid growth in biomedical engi-
neering and its subfields, such as biomechan-
ics, bioelectrics, and biomaterials, is a major 
cause of the widespread use of medical implants.
Although no comprehensive data bank on the number 
of implants in use is available, regional and local statis-
tics around the world indicate an exponential growth 
in their usage. One reason for the boost in the appli-
cations of these devices is the increase in the elderly 
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population given the rise in life expectancy, especially 
in developed countries. For instance, almost 100000 
hip joint replacements were performed in the UK in 
2017. About 80% of these replacements belonged to 
those 60 years or older. Based on commercial reports, 
the global medical device market is estimated to have 
an average annual turnover of more than 200 billion 
dollars, a significant share of which belongs to medical 
implants, [3,4].
Despite growing concerns over health issues associated 
with the increasing usage of these devices, supervisory 
bodies around the world are unable to fully protect mil-
lions against damage due to defective or low-quality 
implants. Numerous patients have endured pain or even 
lost their lives due to faults in medical devices entering 
the market as a result of ineffective supervisory regula-
tions, insufficient evaluation, or a lack of transparency. 
The following occurrences are examples of faults in 
marketed medical devices, [5-9].
• Replacements of a hip joint and a bladder mesh were 
performed using tools not having passed clinical evalu-
ations prior to marketing.
• A patient was treated using a cardiac pacemaker with 
functional issues known to the manufacturer.
• A disc replacement surgery was performed via tools 
that, although certified by a supervisory body, gradu-
ally disintegrated after being implanted and spread 
throughout the patient’s body. 
• The inappropriate design and functionality of hip and 
knee replacements caused metal wear, leading to metal 
particles from the implant entering the blood flow and 
resulting in blood toxicity. 
• The material of a dental implant destroyed gum tissue 
and the mandible. 
• In some cases, surgeons claim that despite being 
aware of the risks involved in implants, they are unable 
to inform the patients or supervisory bodies of these 
risks since they lack sufficient information and docu-
ments for this purpose. 
• In some countries, certain equipment is used that is 
certified based solely on foreign certification (such as 
EU certificates) without undergoing further tests in the 
country of use.
Similar to other structures, medical implants suffer 
from natural wear and various functional failures dur-
ing their service life. This issue is of greater concern for 
internal implants due to their higher exposure to ero-
sion and wear from direct contact with body tissue and 
biological conditions in the body. The long presence 
of implants inside the body with chemical interactions 
with their surroundings can deteriorate the physical, 
mechanical, and functional characteristics of all their 
mechanical, electronic, and other system components 
and lead to total functional failure under certain condi-

tions, [9].
The International Consortium of Investigative Journal-
ists (ICIJ) has reported that, between 2007 and 2015, 
American medical equipment manufacturers spent 
more than 6.1 million dollars as settlement for viola-
tions and fraud related to implants across the US and 
in other countries. For instance, Johnson & Johnson 
alone was sentenced to pay 3.4 billion dollars in com-
pensation for complaints about damage from detective 
performance of implants, such as hip joints, implant 
meshes, and surgical staplers, across the US. Only in 
the UK, supervisory bodies recorded 62000 reports of 
damage from the malfunction of medical equipment 
between 2015 and 2018. Out of this number, one-third 
led to serious injuries, and 1004 resulted in death, [10-
11].
These data represent merely part of the actual number 
of violations taking place in the medical device indus-
try. In many cases, manufacturers and physicians deny 
reports of equipment malfunction or present incom-
plete or unconfirmed information. To make matters 
worse, healthcare supervisory organizations in some 
countries avoid publicly revealing information about 
various damages to society. According to the report 
by ICIJ, unlike pharmaceuticals, many surgical and 
implant innovations have been marketed without suf-
ficient scientific evidence and laboratory testing. This 
has increased the health risks faced by patients and re-
duced public trust in these products. The report further 
states that powerful lobbies have been created and con-
siderable sums of money have been spent by the manu-
facturers of these products with the aim of pressuring 
supervisory and regulatory bodies into accelerating the 
certification process or lowering safety standard levels, 
[10-13].
Considering the mentioned issues, the creation of a 
secure data bank for tracking healthcare products, in-
cluding medical implants, along their manufacture, 
distribution, and consumption chain with the aim of 
authenticity control can greatly mitigate the harm 
caused by fake or low-quality devices to consumers or 
patients.  In addition to controlling quality at the sup-
ply level, this data bank can ensure the authenticity of 
products by preventing fake and smuggled products 
from entering the supply chain. The blockchain, which 
is a distributed and decentralized database, is widely 
used nowadays as a data management solution to im-
prove systematically the trust level among the ben-
eficiaries and relevant parties and the security level of 
data banks, [14]. 
The aim of this study is to introduce a management sys-
tem based on blockchain technology for the creation 
of a national tracking system throughout the supply 
chain of medical implants. The system could provide 
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valuable information for various levels of users, such 
as supervisory bodies, manufacturers, and consumers. 
The presented model can be implemented internation-
ally and locally for countries with common interests or 
health policies in the field of medical devices. More-
over, it can be extended to higher supply chain levels, 
such as those for capital goods in the medical device 
industry, in health centers across the country and suc-
cessfully overcome monitoring, safety, and manage-
ment challenges in the area of healthcare products.

Materials and method
The main objectives, in the design of modern informa-
tion systems, are transparency, comprehensiveness, and 
distribution of data storage. The blockchains resolves 
issues associated with centralized systems, such as the 
possibility of data manipulation and errors and the lack 
of integrity in the data storage. 
Blockchain technology 
Blockchain is a digital ledger of transactions or logs of 
updates that are distributed across the entire network. 
The blockchain is an immutable database, which means 
the manipulation of data in it is nearly infeasible. As 
the blockchain is a distributed system it can provide a 
secure data-storage and data-processing foundation for 
business applications, without requiring complete trust 
in a central node. This technology by storing all trans-
actions in a decentralized manner increases trust and 
transparency in a data management system. Everyone 
in the system can check all the transactions and verify 
their accuracy. Additionally, cryptographic keys ensure 
data immutability and consistency, [16, 18].

tages of these systems include high cost, the possibility 
of data manipulation and error, lack of integrity in the 
data stored in data banks, or fraudulent certificates, and 
the difficulty faced by the beneficiaries in authenticating 
the processes or products. The use of blockchains today 
has resolved the mentioned issues to a great extent and 
has improved transparency and beneficiaries’ trust in 
supply chains. As a result, this technology is witnessing 
growth in various applications.  As a distributed tech-
nology, blockchain is widely used to build trust and 
improve security and transparency in data management 
systems. Specifically, an event or process registered by 
a beneficiary in the system will be unmodifiable once it 
is evaluated and confirmed. All records related to raw 
materials, production, and supply chain cycles belong-
ing to medical implants can be stored and tracked in the 
blockchain, [19, 20]. 
Numerous studies have demonstrated that blockchain 
technology is not restricted to cryptocurrency transac-
tions and could be also used in data management sys-
tems. For example, Li et al. presented a blockchain 
in the energy sector. Their work consisted of a secure 
energy trade system that used a blockchain consortium 
to address security and privacy issues associated with 
unreliable energy markets. Kraft et al. studied the ap-
plication of blockchain technology related to the Fourth 
Industrial Revolution, [21, 22].
Numerous studies have been published on the use of 
blockchains in supply chains. In a study, Tian et al. 
employed radio-frequency identification (RFID) and 
blockchain technology to develop a traceability sys-
tem for an agricultural supply chain. In another work, 
Ahmed et al. investigated the use of blockchain tech-
nology to manage foodstuff safety.  Lu et al. proposed 
blockchain technology for tracking products through-
out a supply chain. A case study was conducted by Ton-
nissen et al. on the impact of blockchain technology on 
supply chain management. In the area of food supply 
chains, Behnke et al. studied the boundary conditions 
and used blockchain technology for traceability in a 
food supply chain, [23-27]. 
Saberi et al. analyzed blockchain-technology-based ap-
plications and smart contracts for supply chain manage-
ment with the aim of reducing opportunistic behavior. 
In the area of data management, Pan et al. examined 
the use of blockchain technology in production man-
agement in a company. They showed that a blockchain 
can effectively establish trust among the supply chain 
members. Nevertheless, they did not present any ex-
ecution method, [28, 29]. 
These studies demonstrate that blockchain technol-
ogy is a promising innovation for data management in 
product supply chains with a focus on implementing 
traceability and administrative functions. Therefore, 

Figure 2-  The basic description and schematic diagrams of 
a blockchain system.

Blockchain technology in the supply chain
 A supply chain consists of processes such as manufac-
turing, storage, transportation, marketing and sales, and 
consumption. Customer trust, transparency, product 
quality, transportation issues, environmental impact, 
product safety, fraud, and the accuracy of the informa-
tion provided by the beneficiaries are among the factors 
that determine the reliability of a supply chain.
 Consumers and customers desire better transparency, 
comprehensiveness, and distribution of data storage; 
however, this cannot be achieved through the tradition-
al system approach in centralized databases. Disadvan-
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blockchain technology can be readily applied to the 
monitoring of supply chains in order to address the 
safety issues associated with medical implants.
Design of a medical implant blockchain
Traditional medical implant traceability and monitor-
ing methods are based on numerical labeling and suf-
fer from various issues. For example, these labels are 
susceptible to fraud, and the information on them can 
be easily manipulated or erased. On the other hand, 
blockchains can provide reliable information for the 
traceability of medical implants in supply chains. In 
modern systems, an RFID label is assigned to every 
implant during the design of the blockchain. As such, 
information about the implant is readily attached to it 
without any labor involved. RFID is a secure and com-
plete technology widely used in public transportation 
and membership card systems. This technology can 
be utilized to overcome the first two issues mentioned 
for the numerical labeling method. The third problem, 
involving the falsification and manipulation of infor-
mation, may easily occur in a centralized database or 
server. In contrast, manipulating or erasing data stored 
in a blockchain or distributed system is nearly impos-
sible, [29, 30].
Specifically, a blockchain system for medical implants 
is focused on the four main institutions in a supply 
chain: manufacturers or importers of medical implants, 
supervisory bodies, distribution companies, and medi-
cal centers. The data recorded, by these four institu-
tions, are continuously stored in the blockchain system, 
with manipulation or elimination of records being al-
most impossible. To manipulate a datum, more than 
half of the nodes in the system must be simultaneously 
manipulated, a task that is practically unfeasible. The 
records in the blockchain are public and accessible to 
consumers and other beneficiaries, such as insurance 
companies, for confirmation and tracking of the used 
implants.
Registering and monitoring medical implants in an in-
tegrated system plays a key role in improving consumer 
safety. For instance, in case of an issue with a specific 
type of implant, it is possible to access the whole sup-

ply chain and issue the necessary warnings and per-
form corrective actions, such as informing consumers 
and recalling products, in the shortest possible time.
The first step to the high-quality production of medi-
cal implants is to adapt the production processes to the 
GMP standards.  Hence, the designed medical implant 
blockchain provides access to the implant production 
records. A minimum of three data types including: 
batch packaging, batch production, and inspection, 
must be recorded. 
Implant inspection and sampling by inspectors (third 
parties) during the production process occur in the 
form of point sampling from the production line and, 
then, after which the sealed samples are sent to spe-
cialized laboratories for validation tests. The labora-
tory can directly upload the test results to the system. 
A permit to market a product will depend on its ability 
to pass the test and the confirmation of the relevant ex-
pert. Throughout this process, the production records 
of manufacturers or authorized importers are registered 
on the GMP chain, and the inspection records are regis-
tered by the specialized laboratory or the supervisory 
body. During each of the distribution steps, each loop in 
the chain is responsible for registering the information 
pertaining to the subsequent loop. The health center is 
tasked with registering basic information about the re-
ceivers of the implants, the health center, the special-
ist, the implanting time, etc. Personal information from 
the implant receivers will not be publicly available to 
protect their privacy. Figure 3 shows the authentication 
model and traceability concept in our proposed medical 
Implants blockchain.
Block structure information
A blockchain system is used to store all the information 
regarding medical implants. The overall blocks struc-
ture information in proposed model is demonstrated in 
Fig. 4. In this system, each block mainly includes infor-
mation uploaded by the manufacturer, authorized im-
porter, distributor, supervisory body, and medical cen-
ter. The data are organized and recorded in a hash table 
structure. At each supply chain step, each beneficiary 
or relevant party can register any issue with respect to 

Figure 3- Authentication model and traceability concept in the proposed medical Implants blockchain.
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quality or expiration time. In this case, no other action 
can be performed on that particular product until al-
lowed by the supervisory body. 
The manufacturer is responsible for providing the nec-
essary processes and infrastructure for controlling and 
guaranteeing the quality of the ID production processes, 
ID labeling, and validation and activation of IDs prior 
to delivering products to the distributor. Moreover, the 
distributor, supplier, and consumer are responsible for 
ensuring the validity of the IDs, matching them to the 
information registered in the system, and refusing to 
accept and use any product lacking a valid and active 
ID.

Medical Implants

Blockchain System
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Supervisory control
The manufacturers, importers, laboratories, inspection 
companies, distributors, and health or medical centers 
must use a public key and a private key to enter any 
information. The private key is provided to them by 
the supervisory body. The supervisory body monitors 
all data entry processes. The beneficiaries upload the 
records using their private key signature, which is then 
confirmed by the blockchain system to ensure that the 
records have been correctly sent and stored by the rel-
evant beneficiaries. Continuous monitoring by super-
visory bodies of the data uploaded by the beneficiaries 
and institutions guarantees their authenticity. In the 

case of an issue with these records, the relevant institu-
tion will be investigated and prosecuted if necessary. 
When a fault in an implant is reported, the medical im-
plant blockchain reviews the whole product cycle to 
track the implant and determine the responsible party.
Evaluation unit
In general, the credit information has high value in a 
system and could determine the quality of the supply 
chain links. Accordingly, it is possible to create a super-
vision and evaluation mechanism based on the records 
and information of an implant in the blockchain. Nor-
mally, the users could comment online on the quality 
of medical implants and the distribution chain services, 
and the evaluation history is recorded in the system. 
Using a combination of machine learning models and 
the present database, one is able to analyze the quality 
of each beneficiary and create a smart system for the 
evaluation of companies and supply chain links. 

Discussion
Appropriate modeling is a major factor affecting the 
performance of a supply chain. There are still insuffi-
cient studies in this field, especially in the area of medi-
cal devices. The present work designed a system, based 
on blockchain learning technology, to manage medi-
cal implant data on a national level. In this study, the 
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supervisory body, manufacturers, importers, major and 
minor suppliers, and health centers were considered 
as the main institutions in the supply chain of medi-
cal implants. The proposed medical implant block-
chain removes the need for centralized control and 
provides reliable records for the traceability of medi-
cal implants, leading to a more secure and transparent 
supply chain for these products. Designing the medical 
implant supply chain, as a blockchain, provides con-
sumers with a trust mechanism in which records are 
nearly impossible to manipulate after being registered 
while being also easily traceable. The stored records, 
in the blockchain, could be employed automatically to 
train machine learning models for smart suggestion sys-
tems. This process equips the system with smart sug-
gestion functions. Our proposed blockchain system as 
an emerging technology has many opportunities, some 
of these benefits are listed in Fig. 5.

Conclusion
The Blockchains are a novel technology with a promis-
ing outlook. They are widely used to create trust-build-
ing mechanisms in the area of data management. This 
structure is useful to supply chains by creating a reli-
able data and traceability management system, enhanc-
ing the performance of the supply chain components 
and encourage them to improve the product quality 
while maintaining information integrity in the supply 
chain. Therefore, companies producing low-quality 
products gradually lose the market.
The implementation of a supervisory system, in the 
medical implant supply chain, is a useful tool to en-
courage effective and flexible responsibility, traceabil-
ity, and suggestion functionality. The combination of 
machine learning and blockchains could lead to a smart 
and reliable system. The present paper investigated the 
authentication issue of medical implants and the use of 
a blockchain to supervise the associated supply chain. 
Moreover, a smart system based on blockchain tech-
nology, for supervising the medical implant supply 
chain, was introduced. Implementing smart contracts 
provide beneficiaries with the ability to detect expired 
medical implants automatically in the supply chain. 
The experimental results indicated that the blockchain 
technology could identify manipulation in medical im-

Blockchain Technology Opportunities
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Figure 5- Opportunities of a blockchain system in healthcare sectors.
plant records, while machine learning can pick up the 
common rules from actual records and provide valu-
able suggestions to customers. 
Funding This research received no specific grant from 
any funding agency in the public, commercial, or not-
for-profit sectors.
Conflicts of interest None declared

References
[1] K.S. Nikita, Ed., Handbook of Biomedical Telem-
etry. New York, NY: Wiley, 2014.
[2] H.J. Kim et al., “Review of near-field wireless pow-
er and communication for biomedical applications,” 
IEEE Access, vol. 5, pp. 21264–21285, 2017.
[3] National Joint Registry (2018) Types of primary hip 
replacements undertaken. Available at: https://reports.
njrcentre.org.uk/ Hips – primary procedures – patient 
characteristics, 2018.
[4] Harmon SHE, Haddow G and Gilman L (2015) 
New risks inadequately managed: the case of smart im-
plants and medical device regulation Law Innov. Tech-
nol 7: 231-52.
[5] The BMJ News (22 May 2018) UK patients lose 
legal claim that DePuy metal-on-metal hip implant was 
“defective”.
[6] Bane, M.; Miculescu, F.; Blajan, A.I.; Dinu, M.; 
Antoniac, I. Failure analysis of some retrieved orthope-
dic implants based on materials characterization. Solid 
State Phenom. 2012, 188, 114–117.
[7] Cosmin, B.; Iulian, A.; Florin, M.; Marius, D.; 
Ionel, D. Investigation of a mechanical valve impair-
ment after eight years of implantation. Key Eng. Mater. 
2014, 583, 137–144.
[8] Bazli L., Factors influencing the failure of dental 
implants: A systematic review, J. Journal of Compos-
ites and Compounds, 2020, 18-25.
[9] Nica M., Failure Analysis of Retrieved Osteosyn-
thesis Implants, J. Materials, 2020, 13, 1201.
[10]. “Medical Devices Harm Patients Worldwide As 
Governments Fail On Safety’, The International Con-
sortium of Investigative Journalists (ICIJ), 2018 [On-
line]. Available: https://www.icij.org/investigations/
implant-files/medical-devices-harm-patients-world-
wide-as-governments-fail-on-safety.
[11] “Faulty medical implants investigation: Patients 



Advances in Standards & Applied Sciences ,1 (1), 1-7 (2022)

7

failed by poor implant regulation, say surgeons,” The 
Telegraph, 2012 [Online]. Available at:https://www.
telegraph.co.uk/news/health/news/9631974/Faulty-
medical-implants-investigation-Patients-failed-by-
poor-implant-regulation-say-surgeons.html.
[12] Wu, L., Du, X., Guizani, M., Mohamed, A., 2017. 
Access control schemes for implantable medical de-
vices: A survey. IEEE Internet of Things Journal 4, 
1272–1283.
[13] Fraser AG et al. (2018) The need for transparency 
of clinical evidence for medical devices in Europe Lan-
cet 392: 521-30.
[14] Halperin, D., Heydt-Benjamin, T.S., Fu, K., Koh-
no, T., Maisel, W.H., 2008. Security and privacy for 
implantable medical devices. IEEE Pervasive Comput-
ing 7, 30–39.
[15] Ganne, E. 2018. Can blockchain revolution-
ize international trade? In: WTO [online]. Avail-
able: www.wto.org/english/res_e/publications_e/
blockchainrev18_e.htm
[16] PricewaterhouseCoopers (PwC). 2019. Block-
chain is here. What’s your next move. In: PwC [on-
line]. Available: www.pwc.com/blockchainsurvey
[17] Wang, Y., Singgih, M., Wang, J., & Rit, M. (2019). 
Making sense of blockchain technology: How will it 
transform supply chains? International Journal of Pro-
duction Economics, 211, 221–236.
[18] Ethereum. 2020. What is Ethereum. In: Ethereum 
[online]. Available: https://ethereum.org/what-is-ethe-
reum/
[19] Azzi, R., Chamoun, R. K., & Sokhn, M. (2019). 
The power of a blockchain-based supply chain. Com-
puters & Industrial Engineering, 135, 582–592.
[20] Hawlitschek, F., Notheisen, B., & Teubner, T. 
(2018). The limits of trust-free systems: A literature 
review on blockchain technology and trust in the shar-
ing economy. Electronic Commerce Research and Ap-
plications, 29, 50–63. https://doi.org/10.1016/j. eler-
ap.2018.03.005.
[21] Li, Z., Kang, J., Yu, R., Ye, D., Deng, Q., & Zhang, 
Y. (2017). Consortium blockchain for secure energy 
trading in industrial internet of things. IEEE Transac-
tions on Industrial Informatics, 14(8), 3690–3700.
[22] Sikorski, J. J., Haughton, J., & Kraft, M. (2017). 
Blockchain technology in the chemical industry: Ma-
chine-to-machine electricity market. Applied Energy, 
195, 234–246.
[23] Tian, F. (2016). An agri-food supply chain trace-
ability system for China based on RFID and blockchain 
technology. International Conference on Service Sys-
tems and Service Management, 1–6.
[24] Ahmed, S., & Broek, N. T. (2017). Food sup-
ply: Blockchain could boost food security. Nature, 
550(7674), 43.

[25] Lu, Q., & Xu, X. (2017). Adaptable blockchain-
based systems: A case study for product traceability. 
IEEE Software, 34(6), 21–27.
[26] Tönnissen, S., & Teuteberg, F. (2019). Analysing 
the impact of blockchain-technology for operations 
and supply chain management: An explanatory model 
drawn from multiple case studies. International Journal 
of Information Management. https://doi.org/ 10.1016/j.
ijinfomgt.2019.05.009.
[27] Behnke, K., & Janssen, M. F. W. H. A. (2019). 
Boundary conditions for traceability in food sup-
ply chains using blockchain technology. Internation-
al Journal of Information Management. https://doi.
org/10.1016/j.ijinfomgt.2019.05.025.
[28] Saberi, S., Kouhizadeh, M., Sarkis, J., & Shen, L. 
(2019). Blockchain technology and its relationships to 
sustainable supply chain management. International 
Journal of Production Research, 57(7), 2117–2135.
[29] Pan, X., Pan, X., Song, M., Ai, B., & Ming, Y. 
(2019). Blockchain technology and enterprise op-
erational capabilities: An empirical test. Internation-
al Journal of Information Management. https://doi.
org/10.1016/j.ijinfomgt.2019.05.002.
[30] Siyal, A., Junejo, A., Zawish, M., Ahmed, K., 
Khalil, A. & Soursou, G. (2019). Applications of 
Blockchain Technology in Medicine and Healthcare: 
Challenges and Future Perspectives. Journal of Cryp-
tography.


