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1. Introduction
Electronic Health Records (EHRs) refer to the digitized 
versions of patients’ medical records, encompassing com-
prehensive information such as treatment history, medical 
prescriptions, radiology images, laboratory results, and 
allergies. EHRs are accessible online and patient-centric 
records while maintaining strict confidentiality. It is im-
perative that authorized users have the ability to real-time 

access and modify their own EHR data [1].
EHRs should be designed in such a way that they can 
be shared between different healthcare centers to improve 
coordination between centers and thus improve the qual-
ity of health care. [2]
The design of EHRs should facilitate seamless sharing 
between different healthcare centers to enhance coordi-
nation and improve the overall quality of healthcare [2]. 
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Abstract
Blockchain technology offers a decentralized database that enables the registration and maintenance of electronic 
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aims to survey existing research on the implementation of interoperability in EHRs using blockchain technology. 
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large-scale EHR data, while limiting blockchain data storage to identity information and maintaining the integrity of 
cloud-stored data. To effectively enforce these processes, blockchain smart contracts are utilized. By employing these 
mechanisms, blockchain can serve as a suitable platform for recording and maintaining interoperable EHRs. Addition-
ally, a detailed multi-layer software architecture is a common practice in the field, even though there is no consensus 
on the role of 3rd party auditors in it.
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Blockchain technology, initially introduced as the foun-
dation for Bitcoin cryptocurrency in 2009 by Satoshi 
Nakamoto [3], offers a decentralized database solution 
that possesses key features such as immutability, de-
centralized management and access control, and robust 
data security. Consequently, blockchain has emerged as a 
promising option for storing EHRs, leading to numerous 
research endeavors in this domain in recent years [4].
Leveraging blockchain as an EHR database can foster 
interoperability; however, it also presents its own set of 
challenges and issues. Firstly, the choice of blockchain 
type warrants consideration. The implementation can 
be based on existing open-source blockchains or a new 
blockchain can be developed from scratch. Additional-
ly, determining whether the ownership of the blockchain 
should be private, public, or consortium-based is another 
crucial aspect that demands attention [5]. Using or not 
using smart contracts also makes another issue [6].
The next issue that should be considered is the EHR stan-
dard used, to register patients’ health records. Different 
national and international organizations have each con-
sidered different standards for EHR registration, which 
should either be chosen as the standard for data registra-
tion in the blockchain, or a mechanism for converting 
EHRs based on different standards should be considered 
[7].
The storage location of medical records is another chal-
lenge; Since EHR data is voluminous, storing it inside 
the blockchain can be costly and slow down the speed of 

information access [8]. To solve this problem, cloud solu-
tions can be used and combined with blockchain; howev-
er, in this way, EHRs will not be definitively immutable, 
and we will need other preventive mechanisms as well to 
maintain the integrity of EHR data [9].
In addition, the presence or absence of a third-party au-
ditor should also be checked; should there be a member 
in the network who individually or collectively monitors 
the recorded data and requests on the blockchain side, or 
should all members have the same level of access? This 
issue should also be considered [10].
To overcome these problems, researchers have developed 
architectures and software platforms that include block-
chain-based EHR with interoperability, and have provid-
ed different auxiliary mechanisms and components for 
it, each of which has covered the existing challenges in 
a way. The results of these investigations showed that, 
for this issue, a software architecture is used, which ini-
tially forces the stakeholders to use the same standards 
to record EHR information. Identity data and small in-
formation are stored on the blockchain, then to solve the 
scalability problem, a cloud database is used to record 
voluminous medical information, and a pointer to cloud 
data is recorded on the blockchain to maintain the integ-
rity of the data. In order to access the data, permission 
to read the information will be granted to authorized us-
ers through encryption mechanisms. Smart contracts in 
blockchains are also used to enforce the above processes. 
By using these mechanisms, blockchain can be used as 

Fig 1.  A System Architecture for Blockchain-based EHR Systems by Rahman et al. [11]
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a suitable platform for recording and maintaining EHRs 
while considering interoperability. 
The rest of the paper is organized as follows: the basic 
concepts are mentioned in the section 2. In section 3, the 
research works has been reviewed. In section 4, we com-
pare the works done and then there is a discussion about 
the researches and in section 5, the summary and conclu-
sion are presented.

2. Basic concepts
EHRs are necessary in today’s world as EHR can cre-
ate a platform for patients to access medical information, 
increase patient participation in medical decisions, and 
facilitate communication between patients and medical 
centers [1]. 

2-1- Interoperability in electronic health records
Interoperability is one of the quality features in software 
systems, which according to the IEEE definition refers to 
the ability to exchange information between two or more 
systems and use the exchanged information [12]. Medi-
cal organizations such as NAHIT have supplemented this 
definition for medical purposes and define interoperabil-
ity as the ability to communicate and share data in a ro-
bust, efficient and accurate manner by software systems 
and information technology systems, along with the abil-
ity to use shared data [13]. 
Applying interoperability in maintaining and sharing 
EHRs is very important for the many reasons. Easy and 
fast access to EHR is one of these reasons. EHRs are cre-
ated in different ways; Hospitals, laboratories, clinics, as 
well as body sensors, create EHRs separately in their da-
tabases [14].
In order to access this type of distributed data, each of the 
stakeholders of the system, including the patient, doctor, 

hospital, etc., should be able to easily and quickly access 
the files of other organizations, which can be even crit-
ical. Apart from the above, factors such as eliminating 
human error, increasing the efficiency of health service 
providers, reducing the costs of moving medical infor-
mation are also among the benefits of applying EHR in-
teroperability [15]. 
2-2- Blockchain and interoperability in EHR
A blockchain is a growing list of records maintained in 
a distributed manner by peer-to-peer groups. Due to the 
existence of features such as immutability, decentralized 
management and access, elimination of the single point 
of error, pseudo-anonymity, confidentiality, integrity and 
availability of data in the blockchain, this technology is 
suitable for use as a database for maintaining EHRs, and 
in recent years, many papers have been written in this 
area of research [4].
The blockchain can be maintained by stakeholders in a 
distributed manner and each stakeholder can record their 
medical data as a transaction within the blockchain and 
finally share it. It is also possible to access the medical 
records of other stakeholders (if permission is granted) 
using this blockchain. Through the consensus mechanism 
in the blockchain, all stakeholders can agree on medical 
data too.
Considering the above factors, blockchain can be con-
sidered a suitable platform for realizing interoperability 
in the field of EHR. However, many challenges such as 
implementation complexities, high volume of medical 
data, scalability, diversity of blockchains, data storage lo-
cation, trade-off with security issues and lack of standard 
communication protocols can cause problems in achiev-
ing complete interoperability [16].
In addition, considering connection problems between 
different EHR based blockchains with different structures 

Fig 2.  The architecture of Jaber et al.’s solution [15]



7Advances in the standards & applied sciences 2024; 1 (2)

(such as different transaction structures) and also the va-
riety of standards used in EHR, and different methods of 
sending data in blockchains, new issues are still created 
in the field of interoperability of blockchain-based EHRs 
[17].

3 - Conducted researches
In 2020, Jaber et al. [15] tried to solve the issue of in-
teroperability in EHR by building a software architecture 
based on cloud and blockchain and the existence of a 
trusted distributed third-party auditor. The presented ar-
chitecture consists of two main parts: Health information 
center (HIS) and BiiMED Blockchain.
The health information center itself includes two layers: 
The front-end layer is web portals that allow doctors to 
interact with medical information, and the back-end layer 
is the cloud system and web services that provide storage 
and access to medical information.
To record medical information, the ICD-10 standard pro-
vided by the World Health Organization (WHO) have 
been chosen and to record and store medical images the 
DICOM standard have been used.
The BiiMED blockchain is a private blockchain based 
on Ethereum and smart contracts [18] that is responsi-
ble for the management and validation of shared medi-
cal information and plays the role of a trusted distributed 
third-party auditor.
The system works as follows: users, who are health work-
ers, register medical information in the cloud system us-
ing the front-end layer and simultaneously a hash of the 
data is stored in the blockchain. Each stakeholder, for ex-
ample, each hospital, keeps its medical data separately, 
and normally they do not have access to the medical data 
of others.
If a user wants to access the medical file of a person locat-
ed in another stakeholder database, he sends a request to 
the desired cloud system through the web portal and web 
services, and if permission is granted, the desired medical 
data will be shared for that user.
To validate the received data, the web services of the web 
portal first hash the data and then look up the data key 
in the BiiMED blockchain. If the created hash is equal 
to the hash in the blockchain, it means that the integrity 
of the information is preserved and the user can use the 
shared file.
The strength of this system is the use of the cloud to store 
and solve the problem of scalability and speed of data ac-
cess in the blockchain [19], but since the data itself is not 
stored on the blockchain, there is no guarantee that the 
data will remain integrate forever; Because the perma-
nent storage of data while maintaining integrity is guaran-
teed on the blockchain, not on the cloud, and this strength 

can also be a weakness of the system.
In addition, the existence of a trusted third-party audi-
tor can also be a weakness; because this auditor has the 
ability to confirm and validate invalid medical data with 
the cooperation of stakeholders. Although due to the use 
of distributed blockchain, the third-party auditor can no 
longer be considered as a single point of failure, but the 
problem of intentional error still remains.
BiiMed has not been released in real world, but they 
used some metrics to evaluate the performance of their 
system. According to their results, when using a single 
8GB RAM, Core i7 system with 10000 users, the average 
response time of read functions are between 1 to 20 mil-
liseconds. As their result is based on a single system, the 
distributed nature of the blockchains is not addressed and 
their result should not be trusted in real world deployment 
of it.
Villarreal et al. [13] also presented another paper in this 
field which was published in 2023. This paper first reviews 
the interoperability issues in blockchain-based EHRs and 
then presents a blockchain-based EHR architecture using 
a domain-specific language (DSL) and smart contracts.
The proposed architecture is such that each stakeholder 
(for example, hospitals) has its own blockchain-based 
EHR database. Each of the blockchains can have different 
standards for accessing information, and also the mecha-
nism of their smart contracts can also be different.
To access the medical information of other hospitals, 
Model Based Engineering (MBE) has been used to create 
interoperability features. In this way, a request to access 
information/add a record is created first. This request is 
then translated into a specific DSL-based format. Then 
this translated request, according to the type of block-
chain in which the requested record is located, is con-
verted into a smart contract inside that blockchain, and 
by using that smart contract, the end user can access the 
required medical record.
This paper only presents a model based on the transla-
tion of smart contracts, but does not implement it, it only 
introduces the Eclipse Modeling Framework as the plat-
form for modeling smart contracts and converting them 
with Java language and in the XML format.
Sonkamble et al. [20] published another paper that exam-
ines and presents a solution on interoperability in block-
chain-based EHR.
In this paper, the concept of interoperability is divided 
into two categories: structural interoperability and seman-
tic interoperability. Structural interoperability defines the 
syntax, format and standard representation of data, but 
semantic interoperability means that the sender and re-
ceiver of the data, must have the same understanding of 
the shared information, and in the translations that take 
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place during the sending and receiving of the data, the 
meaning of the data should not change [21].
One of the strengths of this paper is the systematic review 
of the standards presented in EHR sharing and the study 
of the most used ones. One of the most widely used EHR 
sharing standards is the OpenEHR standard, where patient 
and clinical trial records are maintained in a standardized 
format. The use of this standard can help ease the issue 
of interoperability in EHR. Apart from OpenEHR, the 
FHIR standard also provides a lightweight solution for 
EHR modeling using XML and JSON formats, which has 
higher portability.
This paper then examines the ways of interoperability be-
tween different blockchains and reaches three categories. 
The first category is based on the connection between 
two blockchains by a third-party auditor called a nota-
ry, which can be single or include several members with 
different digital signatures. The second category is based 
on side chains and smart contracts. In this way, through 
smart contracts, a blockchain can read the information of 
another blockchain and store the part of the information it 
wants on its side chain. The third category is called Hash 
Locking, which works by activating the same hash at a 
certain time in two blockchains.
After reviewing the existing solutions, they present 
their proposed solution called MyBlockEHR; In My-
BlockEHR, users are divided into three categories: pa-
tients, doctors, and certificate authorities. Users are re-
sponsible for their data and are responsible for granting 
access to their data to doctors using cryptographic mech-
anisms.
In order to store data, EHR records are divided into two 
parts. The first part, which is stored on-chain, contains 
sensitive and light data plus the hash value of the second 

part, and the second part, which is stored off-chain, con-
tains large data (eg, medical images) stored in the doc-
ument-based NoSQL database MongoDB on the cloud 
storage. The reason for dividing the data into two parts 
is the greater scalability and the high cost of storing large 
chunks of data in the blockchain.
Smart contracts are used to access information and vali-
date off-chain information received from MongoDB; In 
this way, the contracts receive the information and index 
needed to access medical data from the blockchain, and 
after receiving them from the off-chain database, it calcu-
lates its hash and compares it with the hash stored in the 
blockchain; If the two hashes are equal, the integrity of 
the information is confirmed and the data will be provid-
ed to the users.
MyBlockEHR hasn’t been deployed in real world yet, but 
it is tested in an isolated platform using an Ubuntu PC 
with 7.6 GBs of RAM and an 8th gen Core i5 CPU. In its 
test they wanted to show the difference between the re-
sponse time of storing EHR data on-chain or off-chain. To 
do so, they used Ethereum and its smart contracts written 
in Solidity Language and a local MongoDB database was 
used as EHR database. According to their results, access-
ing patient data while stored off-chain can be as fast as 
about 49 milliseconds, while accessing on-chain data can 
take as long as about 44 seconds, meaning that storing the 
actual data off-chain can greatly improve performance.
Carter et al.’s paper [22] has also solved the problem of 
interoperability in blockchain-based EHRs by using smart 
contracts and storing the original medical records in the 
cloud, and has reached the prototype architecture imple-
mentation stage. Each EHR provider (such as hospitals) is 
considered as a node in the Ethereum blockchain. When a 
provider wants to release a patient’s medical record, they 

Fig 3.  User interaction in MyBlockEHR [20]



9Advances in the standards & applied sciences 2024; 1 (2)

Table 1.  Comparison of the reviewed papers

first encrypt it using envelope encryption. Envelope en-
cryption is done in such a way that first the original data is 
encrypted with a unique key of the data file itself, then the 
key of the file itself is encrypted once again with another 
key. After creating the file, it is uploaded to the bucket 
memory of a cloud storage. When a file is uploaded to the 
bucket memory, a smart contract is generated declaring 
that a node has published a medical data. Nodes that have 
received this message can try to decrypt the message with 
their key-pair. If they succeed in decryption, (they were 
given access) they get the key of the published EHR file 
and can use that key to decrypt the uploaded file.
Amazon AWS cloud service is used due to the existence 
of encryption services and Ethereum blockchain is used 
due to the existence of smart contracts. EHR files are cre-
ated using the FHIR standard.
Their paper doesn’t feature any implementation tests and 
results and any kind of implementation or real-world de-
ployments are left for future works.
Dagher et al. [23] have also presented another block-
chain-based EHR paper with interoperability. The provid-
ed software platform called Ancile consists of three com-
ponents. The first component is the database manager. 
Ancile stores the query link to the database and its hash 
on the blockchain to maintain integrity, but the medical 
records themselves are kept off-chain on another database 
and can be accessed through the query link of the corre-
sponding record in the blockchain. The database manag-
er is in charge of the connection between the blockchain 
and the database through the creation of hashes and query 
links. The second component is the encryption manag-
er, which is responsible for encryption and decryption. A 
public/private key mechanism is used to grant access, but 
symmetric cryptography is used to store large data. The 

third component is the Ethereum Go client.
Several smart contracts are used to communicate with the 
blockchain, which are also able to communicate each oth-
er. These contracts can determine the ownership of med-
ical records using relationships between network nodes. 
In this way, a patient can grant a doctor access to informa-
tion, revoke access by changing the key, see the history of 
access to his data and so on.
In order to access information, a user finds the owner of 
the desired data (for example, a hospital) through a smart 
contract, and then sends a request to that owner to receive 
the symmetric key of the corresponding data. If it is avail-
able, the key will be returned and the user can access the 
desired EHR medical record.
In addition, in this system, it is possible to store small 
medical files (for example, a medical prescription) on the 
blockchain itself.
In order to evaluate Ancile’s performance, they compared 
its Ethereum gas cost to Medrec [24] which is another 
blockchain based EHR platform. According to their re-
sults, although Ancile has higher gas cost and even higher 
performance cost than Medrec, their security features are 
so much important and vital that they willingly pay its 
price as there is always a trade-off between performance 
and security.

4- Discussion
There are various ways for using blockchains to imple-
ment interoperability in EHR, and each of the reviewed 
papers has chosen one of them for implementation. Here, 
for each paper, the type of blockchain used, the EHR 
standard chosen to record medical records, the storage lo-
cation of those medical records and the type of database 
used, the presence or absence of a third-party auditor and 

Audit Software Architecture Data Storage EHR Standard Blockchain Paper 

Trusted distributed 
third-party auditor 

Two layers. Health 
information center and 

blockchain 
Cloud. 

Data hash in blockchain 
ICD-10 
DICOM 

BiiMed 
Private blockchain based 

on  Ethereum-Based 
Jaber et al. 

[15] 

None 
Communication between 

blockchains by smart 
contracts 

Separate blockchains for 
stakeholders 

Translation between 
different standards 

Separate and arbitrary 
blockchain for each 

stakeholder (hospital) 
Villarreal et 

al. [13] 
CA for membership 

and certification 
authority 

Access to off-chain data by 
smart contract 

Off-chain (MongoDB) along 
with their reference key on 

the blockchain 
OpenEHR, 

FHIR 
MyBlockEHR private 

blockchain 
Sonkamble et 

al. [20] 

None Bucket memory. Envelope 
encryption Amazon cloud services FHIR Ethereum-Based Carter et al. 

[22] 

None 
Three parts. Database, 

encryption, Ethereum Go 
client 

Large data on mongo DB, its 
hash and query on 

blockchain, small data on 
blockchain 

unknown Ethereum-Based Dagher et al. 
[23] 
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supervisor to the system, and finally their software archi-
tecture is checked and compared and the results are given 
in Table 1.
By examining and studying Table 1, you can get import-
ant results; First of all, all the papers reviewed by us have 
used a specific software architecture and intended to pro-
vide a complete software platform. In these software ar-
chitectures, various encryption mechanisms are used to 
register and determine user access to EHR data. There 
is no agreement on the use of a trusted third-party audi-
tor, two papers have used a trusted auditor while three 
papers have not. Also, the smart contracts available in 
blockchains are used in three out of five papers in order 
to enforce the above processes.
The software architecture in the presented papers has 
forced the users of the services to use a specific EHR 
standard, and apart from one paper that utilizes the abil-
ity to convert EHR standards, other papers have used a 
specific standard for EHR registration; FHIR standard is 
used in two out of five papers and other standards such 
as OpenEHR, ICD-10 and DICOM are also used once in 
other papers.
By checking the Table 1, you can also get tips about 
the storage location of EHR data; First of all, there are 
identity data that must be stored on the blockchain. But 
EHR documents, due to their high volume, are stored on 
a cloud database in four out of five reviewed papers, and 
only a pointer or a hash of that data is stored on the block-
chain to maintain integrity. Other than them, one paper 
has also provided the ability to store small EHR data on 
the blockchain itself.
There is no definite consensus regarding the type of 
blockchain used. Two of the five papers have developed a 
private blockchain, two papers have used Ethereum, and 
one paper has allowed the use of any type of blockchain 
and solved the interoperability problem by translating be-
tween them.

4-1- Research limitations
In the process of obtaining the papers and information, 
we encountered some challenges that we will briefly 
mention. The first issue is the number of papers; Due to 
the novelty of the topic of examining interoperability in 
EHR registration on the blockchain, very limited groups 
have worked in this field in a professional manner, and 
much fewer people have published it as papers [25]. The 
second problem is the lack of implementation; Published 
papers often remain in the theoretical stage and none 
have been practically implemented and tested in the real 
world. This causes hidden weaknesses and challenges in 
using blockchain as a platform to implement interopera-
bility in EHR records that have not been explored. The 

third issue is the excessive use of Ethereum and smart 
contracts by working groups; Instead of developing new 
blockchains with creative consensus mechanisms and 
using intra-blockchain solutions, the authors of most of 
the papers have been content with Ethereum smart con-
tracts and finally, by storing the EHR in the cloud, they 
have only used the blockchain as a platform for register-
ing smart contracts and the features of immutability and 
integrity that blockchain provides for data have not been 
used practically so that the integrity of EHR data is still at 
risk. The existence of these weaknesses creates areas for 
future researchers to solve the problems of storing EHR 
data on the blockchain, while providing interoperability.

5 – Future Research Areas
Blockchain integration to ensure interoperability of EHR 
data is still relatively new and there are still many un-
explored aspects in this research area. Novel Blockchain 
technologies with new consensus methods, not only 
provide much better scalability, but also, they offer fast 
transaction confirmation time. Using these blockchains or 
developing specialized consensus methods for Interoper-
able EHR blockchains can increase performance by a far 
margin. Also, the removal of cloud services and using the 
blockchain as the sole distributed database can also be 
considered as it can ensure near perfect integrity of data 
and with these new blockchain technologies it can be pos-
sible. DAG based ledgers can be considered as the suc-
cessors blockchains, DAGs help us achieve simultaneous 
transaction approval from different stakeholders using 
their directed acyclic graph structure, which can help us 
provide much better scalability. [26] Considering DAG 
as solution for interoperable EHR database can also be a 
new research area. 

6 – Conclusion
Traditionally, EHRs are kept separately in the internal 
databases of different medical centers, and if a patient 
wants to transfer a part of his records to another medical 
center, he needs interoperability between the two medi-
cal centers. Blockchain, as a distributed platform for safe 
and unaltered data storage, can be a suitable database for 
storing and integrating patients’ medical records that can 
improve interoperability between centers, and for this 
reason, in recent years, many solutions in this field has 
been provided.
Due to the problems of scalability and the high cost of 
storing large volumes of medical data on the blockchain, 
researchers have decided to store the medical data itself 
in the cloud and store its pointer and hash in the block-
chain. In addition, medical data should be stored accord-
ing to global EHR standards, like OpenEHR and FHIR, 
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to improve interoperability and reduce or even eliminate 
the need for translation.
In this case, any provider of medical data (for example, 
a hospital) as long as it uses EHR standards can store its 
medical data on the cloud space of its choice and store 
only its hash and pointer in the main blockchain to en-
sure scalability through cloud storage and data integrity 
through blockchain.
In order to access blockchain data, the smart contracts 
available in Type 2 blockchains, such as Ethereum, are 
usually used to reduce human error and to enforce the in-
formation access process. It is also possible for the EHR 
to be stored in two different blockchains, in this case, it is 
necessary to interact between the two blockchains using 
methods such as smart contracts or a trusted interface.
Finally, it can be said that blockchains can help interop-
erability between EHR centers, provided that EHR stan-
dards and appropriate encryption techniques are used. 
The use of cloud space and NoSQL document-oriented 
databases to maintain EHR and store their pointer and 
hash in the blockchain is also very common in this area.
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